AI vendor security questions checklist
As of October 19, 2026.
Not legal advice.

	#
	Question
	Vendor's answer
	Evidence
	Date

	1
	How is our data kept apart from your other customers?
	
	
	

	2
	Can your own staff or services bypass that separation?
	
	
	

	3
	Is our data encrypted with keys specific to our business?
	
	
	

	4
	What happens to our keys and data when we leave?
	
	
	

	5
	Which AI models see our data, and under what terms?
	
	
	

	6
	Is zero data retention actually in effect, and how is it enforced?
	
	
	

	7
	Is every model call recorded?
	
	
	

	8
	Does anything reach our clients without a person approving it?
	
	
	

	9
	Can approval records be changed after the fact?
	
	
	

	10
	What's been independently audited?
	
	
	

	11
	Where is our data hosted, and how is it backed up?
	
	
	

	12
	Can we set retention and place a legal hold?
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